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Abstract

Memory-unsafe code and monolithic designs remain major sources
of vulnerabilities in embedded systems. Although developers are
increasingly adopting memory-safe languages such as Rust and
OCaml, mixed-language applications still rely on C libraries, which
weakens security boundaries. Existing compartment schemes are
built for C and cannot accommodate essential high-level language
features such as higher-order functions, closures, exceptions and
tail-call optimisation. This makes them unsuitable for modern safe-
language ecosystems.

FIDES addresses these limitations with a lightweight hardware-
assisted compartment scheme designed for end-to-end compart-
mentalisation of mixed OCaml-C applications. FIDEs enforces fine-
grained, function-level isolation, preserves advanced control-flow
behaviour, and leverages the guarantees of a memory-safe language
to enable safe data sharing across compartments. To accommodate
closures and higher-order functions, FIDES introduces a novel fluid
compartment scheme that permit secure, flexible sharing of clo-
sure environments without enlarging attack surfaces. To support
unsafe C components, FIDEs uses hardware-assisted fat pointers
that enforce spatial and temporal safety, and leaves OCaml pointers
untouched so that safe-language code incurs zero instrumentation
and retains full memory safety. We implement FIDEs on a modified
RISC-V processor and evaluate it on MirageOS unikernels. FIDEs
executes OCaml code with no additional overhead and adds only a
modest cost to C code. Case studies on a MirageOS HTTPS server
and an electronic voting machine show that FIDES provides strong
isolation for real embedded workloads with modest engineering
effort.
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1 Introduction

Embedded and IoT devices increasingly run security-critical soft-
ware yet are difficult to patch, making them attractive targets [30].
A major driver of vulnerabilities is memory-unsafe C/C++ code,
which remains pervasive in embedded systems [28, 68]. As a result,
many companies are migrating toward memory-safe languages.
Safe!l languages, such as OCaml, Rust, Java, JavaScript and Python,
rely on language semantics and compiler/runtime mechanisms to
prevent memory corruption. Major projects, such as Linux [65]
and Mozilla Firefox [52], are incorporating safe-language code, and
more than 80% of embedded companies have started adopting safe
languages [8].

Yet memory safety is not the full story. First, real systems are
mixed-language: safe-language components routinely depend on
legacy C libraries (e.g., cryptography, device drivers, parsers), and
a single unsafe component can still compromise the whole address
space. Second, even in safe languages, vulnerabilities and malicious
third-party packages can leak secrets or trigger unintended be-
haviour without relying on memory corruption [10, 11, 14]. What
makes such failures catastrophic is the monolithic design: code
with different trust assumptions shares a single address space, so a
bug in an untrusted component can pivot to compromise sensitive
state and enable broader attacks [54, 56].

Software compartmentalisation [13, 23, 24, 35, 43, 44, 63, 72]
addresses this risk by partitioning an application into isolated com-
ponents that execute with least privilege [62]. Compartments per-
mit sensitive code to be isolated from the rest of the application,
limiting the impact of a vulnerability in an unsafe component or
a malicious third-party library [10, 11]. In a typical scheme, each
component has a code compartment and a data compartment; access
policies constrain inter-compartment control flow and, indirectly
or explicitly, the data that each compartment can reach.

We observe that current software compartmentalisation schemes [3,
13] are designed specifically for C and C++ software. With the grow-
ing traction towards safe languages, we increasingly encounter
applications that mix safe and unsafe code. Existing schemes can-
not be directly applied to such mixed-language applications. There
have been attempts to compartmentalise mixed-language applica-
tions, such as CHERI-JNI [9, 60]. However, these primarily aim to
isolate safe-language runtimes from unsafe native code and pre-
vent cross-language attacks [50], rather than providing end-to-end

'We write “safe” and “unsafe” languages to mean “memory-safe” and “memory-unsafe”
languages, respectively.
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compartmentalisation across the whole application. Designing a
fine-grained compartment scheme for mixed-language applications
remains challenging due to the following reasons:

C1 Safe languages and unsafe languages provide different se-
curity guarantees. The compartment scheme should take
these differences into account and ensure that the scheme’s
security guarantees are uniform across languages.

C2 Higher-order functions and function closures are widely
used in safe languages like Java, OCaml and Python and
modern C++ (via lambdas). Current compartment schemes
are too rigid and cannot handle them efficiently. For example,
given that function closures may be allocated in one com-
partment and executed in another, care needs to be taken to
accommodate both code and data compartmentalisation of
closures.

C3 High-level languages include language features (such as ex-
ceptions) and compilation techniques such as tail-call op-
timisation that have complex control-flow characteristics.
Extant compartmentalisation techniques designed for C do
not accommodate these features, making them unsuitable

for high-level languages.

We propose FIDEs, a fine-grained compartment scheme that
provides isolation at function-level granularity, designed for mixed-
language applications. In this work, we use OCaml as the safe
language and C as the unsafe language.

Code compartments. To realise code compartments, FIDES ex-
tends both the C and OCaml toolchains to consume a policy file
that assigns functions to compartments, defines inter-compartment
access policies, and specifies distinguished functions as valid entry
points. Control flow within a compartment is unrestricted. Cross-
compartment control flow is allowed only if the access policy per-
mits it and only through valid entry points. FIDEs enforces these
checks efficiently with hardware assistance.

Data compartments. Fine-grained data sharing across com-
partments is hard in conventional C-centric schemes: sharing often
requires either broadening access (increasing attack surface) or
copying (changing semantics and adding overhead). FIDEs leverages
safe-language guarantees to simplify this design space. A type-safe
OCaml program is memory-safe, and the data that an OCaml func-
tion can access is precisely the set of objects transitively reachable
from its locals, arguments, and globals. FIDEs preserves this prop-
erty in mixed OCaml-C applications and, to address C1, hardens C
with spatial and temporal memory safety using hardware-assisted
fat pointers [17, 53, 55, 71, 74], while leaving OCaml pointers un-
touched.

To address C2, FIDES introduces the notion of fluid compartments
that facilitates flexible compartment strategies to securely share clo-
sures between compartments without compromising security. We
design our compartment scheme to preserve tail-calls and support
exceptions (challenge C3).

FIDEs does not rely on an OS or MMU, making it suitable for
constrained embedded systems that do not support either. We run
OCaml+C based MirageOS [47] unikernels baremetal on a modified
RISC-V [34] processor. FIDEs allows compartment access policies
to be defined separately from the source code, enabling a security
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engineer to compartmentalise applications that include untrusted
third-party code.

Compared to CHERI [71] based schemes, FIDEs does not re-
quire tagged memory, which makes FIDES better suited for power-
constrained devices. Extending CHERI compartmentalisation to
safe languages [64] requires substantial compiler and toolchain
support. FIDEs instead introduces a lightweight design with only
two custom instructions: (1) checkcap for code compartments and
(2) val for data compartments in C.

Our contributions are as follows:

e We present FIDEs, a fine-grained compartment scheme de-
signed for applications that mix safe and unsafe language.
FIDES supports high-level language features such as higher-
order functions, tail calls and exceptions.

e We present an implementation of FIDEs on a modified Shakti
RISC-V processor [21] that executes baremetal MirageOS [47]
unikernels (§5).

e We demonstrate the effectiveness of FIDEs with a security-
critical electronic voting machine (EVM) application, and
a HTTPS web server. Our evaluation of FIDEs on the Xil-
inx Artix-7 AC701 FPGA [73] shows that FIDES offers an
attractive security-performance tradeoff (§6).

2 Background

In this section, we provide brief background on (i) memory-safe
languages and (ii) functional-language features that interact with
compartmentalisation.

2.1 Memory-safe languages

Memory-safe languages such as OCaml [42] and Rust [49] restrict
low-level memory manipulation in their safe subsets. They combine
static and runtime techniques—for example, ownership/borrowing
in Rust [39] and garbage collection in OCaml [46] (and Go [25])—to
provide spatial memory safety and to prevent common tempo-
ral errors in safe code. Compared to C and C++, these languages
eliminate large classes of memory-safety vulnerabilities, substan-
tially reducing the attack surface for memory-corruption exploits.
Many memory-safe languages are also statically typed and restrict
unchecked casts in safe code, which helps preserve type-based
invariants and reduces the risk of type confusion [12, 40].

Memory-safe languages are increasingly adopted in real systems.
For example, Firefox incorporates Rust [51], and Docker Desktop
has long used OCaml unikernels in production [48]. Clean-slate
unikernels [16] such as MirageOS [47] (OCaml) and RustyHer-
mit [41] (Rust) are implemented primarily in memory-safe lan-
guages.

2.2 Functional programming paradigms

Functional programming features, such as higher-order functions
and tail-call optimisation, are widely used in OCaml and are in-
creasingly common in mainstream languages (e.g., C++, JavaScript,
Python, and Java). Similar “behaviour-as-data” idioms also appear
in object-oriented code via callback objects and patterns such as
Strategy and Visitor [22]. These features are central to FIDES’s de-
sign because they affect both control flow and the placement and
sharing of closures across compartments.
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Higher-order functions. In functional programming languages,
functions are treated as first-class values and can be passed around
in the same way as primitive values can be. Higher-order functions
(HoFs) take one or more functions as parameters and may also
return a function. These functions may also capture variables in
scope via closures. In object-oriented languages, passing a closure
is closely analogous to passing an object that implements a single-
method interface (often used to encode callbacks and patterns such
as Strategy or Visitor [22]), where the captured variables correspond
to the object’s fields. HoFs are directly supported in functional
programming languages like OCaml and are increasingly adopted
in mainstream languages, such as C++ [1] and Java [18]. The code
listing below shows an example of a HoF written in OCaml that
allocates a closure.

1 let res_tab = Array.make num_candidates ©

2 let count_votes votes_arr =

3 let inc_count cand_id =

4 res_tab.(cand_id) <- res_tab.(cand_id) + 1
5 in

6 Array.iter inc_count votes_arr

The function inc_count captures res_tab in its closure envi-
ronment, and is passed to Array.iter, which is a HoF that iterates
over all elements of votes_arr and calls inc_count on each ele-
ment. This simplified pattern is the same as the one we later use to
motivate fluid compartments (§4.4).

Tail-call optimisation. Compilers often employ tail-call optimisa-
tion (TCO) to avoid stack growth by reusing the caller’s stack frame
when the last operation in a function is a call. Tail calls commonly
appear as tail recursion and as tail calls across distinct functions (in-
cluding mutually recursive functions). TCO is widely used in func-
tional programs, where recursion is often used to encode iteration,
and it also appears in asynchronous programming and continuation-
passing style code to invoke callbacks efficiently [4, 70].

1 let foo x = x + 1
2 let bar x = foo (x + 7)

In the code listing above, the last operation in the function bar
is a call to the foo function. This call is eligible for TCO and can be
compiled as a tail call. In practice, this matters because the same tail-
call pattern occurs in tail-recursive loops and continuation-passing
style code; without TCO, repeated tail calls would grow the stack.

Exceptions. OCaml exceptions are known to be fast and are used
for control-flow in many libraries. For example, returning early from
a HoF is often implemented by raising an exception that is caught
outside the HoF. Hence, supporting exceptions is crucial for FIDES
to be practical. Exceptions provide non-local control flow: raising
an exception may unwind multiple stack frames until a suitable
handler is found. This matters for compartmentalisation because it
creates implicit cross-function transfers of control that must remain
well-defined and policy-compliant even when unwinding crosses
compartment boundaries.

3 Threat model

In this section, we list the assumptions and limitations of FIDEs and
describe the attack model.
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Table 1: Common Weakness Enumeration (CWE) [15] that
FIDES mitigates or significantly weakens the damage

o]
=
=]
e
7]

CWE [ C+OCaml [ Safe C + OCaml |
Memory error based CWEs

CWE-415: Double Free
CWE-416: Use after free
CWE-125: Out-of-bounds read
CWE-787: Out-of-bounds write
CWE-121: Stack-based buffer
overflow

CWE-124: Buffer underwrite
(buffer underflow)

CWE-123: Write-what-where
condition

CWE-122: Heap-based buffer
overflow

CWE-562: Return of stack vari-
able address

FFI interactions

Privilege-isolation-based CWE.
CWE-653: Improper isolation or
compartmentalization
CWE-250: Execution with un-
necessary privileges
CWE-441: Unintended proxy or
intermediary (confused deputy)
CWE-1125: Excessive attack
surface
CWE-767: Access to critical pri-
vate variable via public method
CWE-691: Insufficient control
flow management

e 6 &6 6 06 0" 6 6 6 & 00000
e 6 6 6 6 6 6 ¢ 6 6 & 00000

® : not mitigated | @ : partially mitigated only in OCaml codebase | @ : mitigated

3.1 Assumptions and limitations

FIDES permits applications to be built with a mix of safe (OCaml)
and unsafe (C) code. The application may contain malicious, un-
trusted third-party libraries, and the attacker may supply arbitrary
inputs to the application and attempt to trigger vulnerable behav-
iors. The attacker has full knowledge of the internals of FIDES, the
application’s source code, and the compartment access policy. We
assume the FIDES hardware extensions and the Security Monitor
(SM) are trusted and correctly enforce the compartment policy. The
application is compiled using the FIpEs OCaml and C compilers,
which are assumed to be correct. FIDEs supports hand-written as-
sembly, but we trust this code to be correct. We also assume correct
any use of the 0bj module in OCaml that permits unsafe access to
the OCaml heap. We assume that the FIDES executable, a statically
linked binary, cannot be tampered with. Hardware- [36], fault- [7]
and side-channel attacks [45] are beyond the scope of the model.

3.2 Attacks

Despite our assumptions and limitations, an application that com-
bines OCaml and C leaves many attack vectors open. Table 1 lists
the major vulnerability classes present in a C + OCaml codebase.

3.2.1  Memory vulnerability. Since C does not offer memory safety,
the C code can read and write to arbitrary parts of the OCaml heap
and stack. Given that the attacker has full knowledge of the applica-
tion’s source code, they may craft an attack by writing to security-
critical data in memory, leading to leaking information [66].

1 let admin_flag = ref false
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2
3 if ladmin_flag then
4 (* do privileged operation x*)

In the code above, the attacker may exploit a memory error-based
CWE in C (Table 1) to update admin_flag in OCaml to true, thereby
performing privileged operations. Appendix A (§8) in the supple-
mentary material presents the source code for an attack that uses
an out-of-bounds write in C to update the admin_flag in OCaml.
Making C memory-safe helps thwart memory error-based CWEs.
FipEs thwarts this attack with the help of hardware-assisted fat
pointers for C, which provides spatial and temporal memory safety
for C.

3.2.2  lIsolation. Our aim is to build secure MirageOS unikernels [47]
for embedded systems. Unikernels combine application and OS
code into a single-address-space executable. In particular, Mira-
geOS unikernels offer no privilege separation mechanisms such
as user and kernel modes, process abstractions, etc. While OCaml
provides strong abstraction boundaries through modules and signa-
tures, these may be defeated by C code, even with memory safety
and the assumption that pointers cannot be forged. One attack
vector is function closures, which are represented as objects on
the heap that contain the code pointer and the environment. For
example, consider the snippet below.

value *callback_sum = caml_named_value("sum");
2 value xcallback_leak =
caml_named_value("leak");
3 Store_field (*callback_sum, 0,
Field(*callback_leak, 0));

Here, the C code accesses OCaml callbacks named sum and leak and
overwrites the code pointer in the sum closure with that of the leak
function. Importantly, the write is within the bounds of the sum
closure, and hence, spatial memory safety is not enough to prevent
this attack. Any subsequent calls to sum, including on the OCaml
side, will now be subverted to the leak function. Appendix B (§B)
in the supplementary material shows the entire working example.
FIDES provides the compartment mechanism for specifying and
restricting unintended control flow in the program, thereby helping
to prevent control flow subversion. We shall discuss the details of
the mechanisms in the next section.

4 TFIDES Design

In this section, we describe the design of FIDEs and demonstrate
its effectiveness by securing an electronic voting machine (EVM)
application implemented as a MirageOS unikernel. We also explain
how FIDEs supports compartmentalisation in a mixed-language
codebase and in the presence of higher-order functions, tail-call
optimisation and exceptions.

4.1 Compartments with FIDEs

Compartmentalising an application involves partitioning code and
data into isolated components with explicit access policies. We
first explain how FIDEs enforces code and data compartments for
the safe-language (OCaml) part of an application, and then how it
extends these guarantees to the unsafe C portion.
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4.1.1 Code compartments. Each code compartment is a set of
functions. Any control-flow transfer within a compartment is per-
mitted. When control flows between functions in different com-
partments, FIDEs enforces the compartment policy. We define the
access-control policy as a set of directed compartment pairs (A, B),
meaning that functions in compartment A are permitted to trans-
fer control to functions in compartment B. FIDEs supports up to
256 code compartments and permits function-level compartment
assignments.

We first look at the steps to create code compartments. Impor-
tantly, these steps are driven by a separate policy and are enforced
by the toolchain at build time (compile/link time), without requiring
any changes to the application source code.

Step 1: Map every function to a compartment. For every
source code file in the application, FIDES expects a separate .cap
policy file that contains the function-to-compartment mapping.
This policy is consumed by the toolchain and enforced at link time,
so the application code can be developed independently of the
compartmentalisation strategy (i.e., no source-code annotations or
refactoring are required). For example, in the listing below, get_key
is mapped to compartment CP2.

<function>:<compartment id>:<external>

count_tally . CP2 ENTRY_POINT
get_key : CP2 NO_ENTRY_POINT
password_check : CP2 NO_ENTRY_POINT
sanitize_input : CP2 ENTRY_POINT

FIDES uses a custom linker script to group all functions belonging
to the same compartment together in memory at link time. As a
result, the code belonging to a particular compartment resides
within a non-overlapping, contiguous address range.

Step 2: Assign compartment entry points. Compartment en-
try points are the only valid targets of cross-compartment function
calls. In the policy file (Listing 4.1.1), these functions are marked
as ENTRY_POINT. To identify entry points at runtime, the FIDEs
toolchain inserts a custom instruction checkcap at compile time
as the first instruction of each entry-point function. The hardware
rejects any cross-compartment call/jump whose target is not a valid
entry point.

Step 3: Assign compartment access policy to each compart-
ment. The compartment access policy is encoded as an N X N
Boolean matrix, where N is the number of compartments. The ac-
cess policy captures the allowed cross-compartment calls; the return
path back to the caller is implicit. For example, consider the follow-
ing configuration: AccessPolicy(2,3] = 1 and AccessPolicy(3,2] =
0. This means that a function in compartment CP2 is permitted to
call a function in CP3, and control may return from CP3 to CP2.
However, a call originating from CP3 to CP2 is not allowed. The
access policy is a runtime structure stored in a part of memory in-
accessible from the user program. All the above steps are driven by
a security engineer-provided policy and enforced by the toolchain
at build time.

We now see how FIDEs enforces code compartments at runtime.
FIDEs extends the processor pipeline and tracks the currently ex-
ecuting compartment context, which includes the compartment
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identifier and the corresponding code region’s start and end ad-
dresses. While executing each instruction, the hardware uses the
current value of the program counter (pc) to check that the instruc-
tion lies within the current compartment boundary. Whenever a
control-flow transfer crosses a compartment boundary, the hard-
ware first checks if the target of the call/jump instruction is a valid
entry point, i.e., an checkcap instruction. If not, the transition fails
and execution is terminated.

If it is a valid entry point, execution traps to a custom trap han-
dler - Security Monitor (SM). The SM is a trusted module that
is statically linked to every application compiled with the FIDES
compiler toolchain. The SM (a) identifies the caller and callee com-
partments, and (b) checks the compartment access policy. If access
is allowed, the SM saves the current compartment context onto a
private, shadow SM stack (inaccessible from user code) and updates
the compartment context to that of the target compartment.

To identify cross-compartment returns, FIDEs saves the return
address on the SM stack and overwrites the return address on the
program stack with a magic value y outside of the executable code
region. On return, since 4 is not a valid program address, execution
traps to the SM. The SM restores the previous compartment context
from its private stack and resumes execution at the saved return
address. This mechanism also prevents ROP[61] attacks in which
the callee compartment corrupts the return address on the program
stack. To prevent SM memory from being tampered with, the SM
code is placed in an isolated compartment with no explicit cross-
compartment transitions allowed to it.

4.1.2 Data compartments. Generally, in contemporary compart-
ment schemes, such as ACES [13] and Donky [63], explicit data
compartments are achieved by annotating data regions that a com-
partment can access. FIDEs achieves data compartments implicitly
by leveraging the fine-grained memory safety guarantees that the
safe language provides.

In a memory-safe language [46], an attacker cannot arbitrarily
corrupt memory to forge new references to protected data. From
a given pc, the data regions that an attacker can access are the
transitive closure of all reachable memory regions starting from
the currently active stack frame, global data region, and heap. Com-
bining this with the code compartments that we explained before,
we implicitly enforce data compartments: the set of data regions
accessible from a given pc is further constrained by restricting con-
trol flow to respect the compartment access policy specified by the
security engineer.

In FIDEs, all compartments share the same stack and heap mem-
ory, so data sharing between compartments follows the language
semantics and does not require deep copying or explicit shared
regions [13, 23, 63].

4.2 Extending FIDEs to C code

To enforce the compartment view to C code, FIDEs extends the
same code compartment techniques to the C compiler. To enforce
data compartments in the C code by ensuring memory safety, FIDES
adopts a compiler- and hardware-assisted memory safety scheme.

Fat-pointer scheme. For every memory object allocated on
stack or heap, we track the object’s Base address and the Size of
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allocation in a disjoint metadata table (Figure 2). FIDES targets a 32-
bit address space on a 64-bit ISA, leaving unused upper pointer bits
to store fat-pointer metadata. In the unused top bits of each pointer,
we encode (i) the Index of that object’s entry in the metadata
table and (ii) a random number called Cookie. The Index width
is currently fixed at 16 bits, implying up to 65K entries can be
accommodated in the table. The Cookie is used to enforce temporal
safety. The remaining 8 unused bits in the pointer are reserved for
future use.

Compiler instrumentation. Our custom compiler pass inter-
cepts every stack/heap allocation, creating an entry in the metadata
table and converting the pointer into the corresponding fat pointer
by populating the Index and Cookie fields. Similarly, when the
metadata table entry is deallocated, it is zeroed out.

Memory safety checks. To ensure memory safety at runtime,
we introduce a custom instruction: val <fat-pointer>. This
instruction is inserted by the compiler just before every fat-pointer
dereference. At runtime, the val instruction fetches the metadata
(base, size, cookie) stored at the particular index in the disjoint
metadata table. To ensure:

o Spatial memory safety, the pointer address is checked to be
within the range [base, base+size).

e Temporal memory safety, it checks that the cookie field
within the fat pointer matches the cookie value retrieved
from the metadata table.

If any of the above checks fail, a trap occurs and execution is
terminated (fail-stop). Following the val instruction is the actual
load/store instruction. We extend the hardware to mask the top
metadata bits in the fat-pointer before issuing the memory fetch.
This is similar to ARM Top Byte Ignore[5], Intel Linear Address
Masking[31].

FFI Interaction. FIDEs depends on type-safety to guarantee
memory safety for the safe language. Hence, fat pointers are not
used on the safe language side, avoiding the overhead. However,
this makes FFI challenging. OCaml has a rich FFI that permits
C code to read and write OCaml objects. Without guardrails, a
malicious C library can violate the OCaml guarantees. To enforce
the fat-pointer scheme for OCaml objects passed to C, we use the
object-size metadata stored in the OCaml object header to craft fat
pointers (bounds metadata and a random cookie) at the OCaml-C
boundary, and remove the corresponding entries from the metadata
table when returning to OCaml.

Why disjoint metadata table? Our design decision of adopt-
ing a disjoint metadata scheme compared to an in-place metadata
scheme like CHERI [71] is multi-fold:

(1) Pointer width stays the same across C and OCaml, which

makes FFI interaction straightforward.

(2) This metadata is privileged and inaccessible from user code.

(3) To ensure the integrity of in-place metadata stored in a fat

pointer, especially in composite data structures like union-
s/structures, CHERI relies on tagged memory. FIDEs does
not rely on tagged memory.

Security analysis. Despite storing the bounds information in
a disjoint metadata table, there is still a possibility of the Index
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Table 2: Compartments in EVM

ID Name Description

CP1 | main-menu Handles main menu and drives EVM application.
CP2 | admin All code which requires election official privilege.
CP3 | crypto C cryptographic libraries with OCaml wrappers.
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N main- ) CP1ICP2|CP3|CP4|CP5|CP6

1 menu cPil - [ ST /T L V4

cP2] X[ - [ /XX /

(cpP1) cP3[ X[ X[ - [ X[ X[/

1 \_rd cPal X[ X /I - [ X[ /

cpel XTI XT XX - T/

helper| |admin crel tol ol tolt2] 2] -
(CP5) (CP2) Access Matrix

CP4 | votes-handler | Performs voter validation. Reads plaintext vote
from user, encrypts using crypto library, and stores
it in memory-mapped votes table. Contains all

code handling unencrypted votes. Sensitive.

CP5 | helper All code that neither deals with votes in plaintext
nor requires election official privilege, such as the
code for the helper menu, time module. Contains

third-party libraries including C code. Untrusted.

CP6 | ocaml-stdlib OCaml standard library and the OCaml runtime.

and Cookie, stored in the pointer, being corrupted by an attacker.
To mount a successful attack, the attacker has to corrupt both the
Index and Cookie, along with the Address field, so that the val
instruction checks pass. Since the Cookie field is randomly assigned
at allocation, the attacker can only guess the value so that the
corrupted Cookie field matches the cookie stored in the metadata
table entry of the object the attacker wishes to access. With an 8-bit
cookie, the probability of a successful guess in a single attempt is
273; after ¢ independent online attempts, the success probability
grows to 1 — (1 -278)9 ~ g - 278, In our setting, incorrect guesses
are fail-stop: a failed val check traps and terminates execution,
limiting online guessing attempts.

Limitations.

e The FIDES fat-pointer scheme is designed for a 64-bit ISA,
assuming a 32-bit address space. The 4 GB memory limit is
not a limitation in embedded systems, which typically have
limited memory resources.

e Currently, the metadata table entry format 2 is designed
in such a way that we require only one memory read to
fetch the complete metadata entry while executing the val
instruction. This, however, comes at the cost of restricting
the Cookie to 8 bits and the Size field to 24 bits. Due to this,
we support object sizes of up to 16 MB for allocation. In all
the experiments we performed, we didn’t cross an object
allocation size of 16 MB. We can increase the Size field, but
at the cost of crossing the 64-bit metadata entry size, which
would result in an additional memory read.

o We restrict the Index field stored in the top bits of the pointer
to 16 bits. In many embedded system programs, the number
of memory objects that are live at any given time is small,
and 16 bits can represent 65K live objects. In future, the
unused 8 bits in the pointer can be repurposed as Index bits
based on the application usage.

4.3 Securing EVM with FipEs

EVM design. Our EVM is an offline, embedded device that only
runs the EVM application. The machine has an electronic display
that lists the candidates and uses physical buttons to accept inputs.
For each voter, the software validates the voter ID against a stored
list of IDs and verifies that a vote has not already been cast for that

1 ocaml-
—>i stdlib ¢
1.(CPY),
-1 _
—>Call edge O compartment ! =" Fluid compartment
Read/write ) o Inherits
access J Allowed ¥ Disallowed < policy

Figure 1: EVM application: The edges between compartments
depict the permitted control flow. Only CP4 has access to the
votes table. The access matrix lists all allowed compartment
transitions.

ID. The vote is then read, encrypted, and stored in the device. After
all the votes are cast, the election official locks the EVM application
from accepting further votes. On the counting day, the election
official inputs their credentials to decrypt and count the votes. The
encryption is performed using an AES implementation in C.

Security objectives of EVM application. Our goal is to pre-
vent invalid votes, double voting, and leaking votes before the
counting day. We show how FIDEs secures the EVM application
and achieves its security goals.

We use FIDES to secure the EVM application and achieve its
security goals. Figure 1 shows the high-level design of the compart-
mentalised EVM application. We compartmentalise the application
based on whether it requires an election official’s credentials to
access stored votes. The six compartments, labelled CP1 to CP6,
are described in Table 2. We use FIDES to ensure that the untrusted
helper (CP5) compartment can neither access the votes table nor
escalate to election official privilege. To this end, the security en-
gineer defines the compartment access policy, represented as an
access matrix in Figure 1, that does not allow helper (CP5) to call
functions in any other compartment except the OCaml standard
library in CP6. During runtime, the hardware monitors the control
flow and traps when it does not comply with the defined access

policy.

‘ Base'32 l Size'24 l Cookie'8

‘ X'8 ‘Index'le‘Cookie's‘ Address'32 ‘

64-bit ‘ Disjoint metadata table

Figure 2: Fat-pointers that define the range and validity of a
memory pointer used in C programs.
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4.4 Fluid compartments

Defining compartment policies for higher-order function closures
is a challenging task. For example, consider the following code:

let res_tab = Array.make num_candidates @
let count_votes votes_arr =
let inc_count cand_id =
res_tab.(cand_id) <- res_tab.(cand_id) + 1
in

Array.iter inc_count votes_arr

The code above belongs to the vote counting module in compart-
ment CP4. The array res_tab is a table that contains the election
results, mapping candidate IDs (from 0 to N — 1 for N candidates)
to the number of votes cast for each candidate. The counts are
initialised to 0. votes_arr is the array of votes in plaintext. Ob-
serve that the HoF inc_count belongs to CP4, closes over data
(res_tab) that belongs to CP4, but is invoked for every array ele-
ment by Array.iter. The question is, which compartment should
Array.iter function be placed in so that the security guarantees
are preserved and the execution is efficient. There are three options:
(a) duplicate Array.iter in each compartment where it is used, (b)
place Array.iter in the same compartment as inc_count, i.e. CP4,
or (c) place Array.iter in the CP6 compartment (with the rest of
the OCaml standard library functions) and allow CP6 to access
CP4.

Standard library functions, such as Array.iter, are pervasively
used throughout the application. Duplicating them in every com-
partment is simple but inefficient (due to larger binary sizes and
thus lowering instruction cache efficiency). Placing the Array.iter
in CP4 is insecure since every compartment that needs to access
Array.iter will gain access to all of CP4.

Placing Array.iter in a separate compartment, say CP6, may
seem like the better choice in terms of security, but it is ineffi-
cient since every iteration of the array will need to switch from
Array.iter’s compartment CP6 to inc_count’s compartment CP4.
Additionally, this scheme also raises security concerns since com-
partment CP6 is granted access to CP4. All other compartments
needing access to Array.iter should be allowed to access CP6.
An attacker can misuse this scheme to stage a confused deputy
attack [27] as shown on the left of Figure 3. The attacker in the
untrusted CP5 compartment can call Array.iter with inc_count
and a maliciously crafted votes_arr with forged votes, thereby up-
dating the results table res_tab. Thus, none of the three options
can securely handle HoFs.

To securely and efficiently compartmentalise HoFs, FIDES intro-
duces the notion of fluid compartments. A fluid compartment does
not have a fixed compartment policy of its own but inherits the
compartment access policy of its caller compartment. The policy
on the right of Figure 3 shows CP6 marked as a fluid compartment.
When the attacker invokes Array.iter with inc_count and a mali-
cious votes_arr, Array.iter inherits the CP5’s access policy. Since
CP5 is not allowed to access CP4, the call to inc_count fails. This
prevents confused deputy attacks.

FIDEs treats all control transfers to fluid compartments as intra-
compartment calls. Our results in §6 show that the cost of switching
to a fluid compartment is closer to an intra-compartment call and
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Figure 3: CP6 implemented as a normal compartment (Left)
vs. a fluid compartment (right).
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is much cheaper than an inter-compartment call. With fluid com-
partments, FIDEs enables security engineers to develop secure and
cost-effective compartmentalisation schemes.
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Figure 4: Fluid compartment types

Restricted fluid compartment. For first-order functions from
the standard library, such as strcpy, we would like to share them
across compartments without incurring the overhead of cross-
compartment calls. However, using the fluid compartment mecha-
nism as-is may lead to situations where they may be over-privileged.
Since the fluid compartment functions inherit the caller compart-
ment’s privileges, they can access all the compartments that the
caller compartment can access. However, this privilege is unneces-
sary; the first-order functions, which do not take function pointers
as arguments, only need to access their own compartment’s data
and code.

Worse, this can lead to exploits. Consider the case in the EVM ap-
plication shown on the left of Figure 4. The function update_display,
mapped to admin compartment (CP2), shows the ballot paper on
the display. This invokes strcpy function to produce the output on
the display. strcpy is mapped to CP6 compartment. Since CP6 is a
fluid compartment, it can invoke crypto compartment (CP3) via
the access policy it inherited from CP2. Any vulnerability present
within strepy function can be exploited by an attacker who can
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CP1: main-menu 1 CP3: crypto :

1
<process_action>: <reseed_rng>: :
call <init_election> return -
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——> Normal Call
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———3 Tail Call

CP2: admin

<init_election>:

tailcall <reseed_rng>

Figure 5: FIDEs support for tail-calls across compartments.
After the tail-call from CP2 to CP3, FIDEs ensures that control
returns to CP1 skipping CP2

misuse this over-privilege to redirect control to the crypto compart-
ment and manipulate sensitive cryptographic states. By restricting
the privilege of CP6 further, we can eliminate this attack vector.

To this end, FIDESs also supports a restricted fluid compartment
that can only call functions in the caller compartment. The choice
to allow calls to the caller compartment is to permit higher-order
callbacks, which are pervasive in OCaml. Observe that when CP6 is
marked as a restricted fluid compartment (RHS of Figure 4), strcpy
can no longer access the crypto compartment.

4.5 Supporting tail-calls

Existing code compartment schemes support typical call and return
sequences. Higher-level languages such as OCaml support non-local
control-flow abstractions such as exceptions and include compiler
optimisations that break simple call-return sequences, notably tail
calls. Since tail-call optimisation (TCO) is pervasive, any practical
compartmentalisation system must preserve tail-call semantics.

However, TCO conflicts with the SM stack behaviour. Consider
the example given in Figure 5. The function process_action calls
init_election, which in turn calls reseed_rng, all mapped to dif-
ferent compartments. Since the last instruction in init_election
is a callto reseed_rng, the compiler applies TCO. The function
reseed_rng returns to process_action, skipping init_election in
the return path. In the presence of tail calls, the hardware compart-
ment scheme must be made aware of the semantics of tail calls so
that the SM stack is appropriately unwound and maintained in sync
with the program call stack. Otherwise, it would result in improper
configuration of the compartment context, crashing the program.
In the example, when reseed_rng returns, the compartment context
of CP1 should be configured and not CP2.

A trivial solution is to disable TCO completely. In OCaml, iter-
ation is often written with tail recursion, with the guarantee that
the compiler will transform the tail recursion into a loop. Disabling
TCO breaks this fundamental guarantee, and every tail recursive
call will grow the stack, quickly leading to a stack overflow. In our
EVM application, disabling TCO causes a stack overflow, resulting
in the application crashing. Additionally, supporting TCO enables
FIDES to support applications that were explicitly programmed with
the intention of utilising TCO.

To support tail-calls, the SM has to identify whether the call
preceding the cross-compartment tail-call was a cross-compartment
call or an intra-compartment call. As mentioned in §4.1.1, for any
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inter-compartment call, we replace the return address saved on the
program stack with a special address y outside of the program text.
Given this behaviour, at a cross-compartment tail call, if the current
return address is y, then the previous call is a cross-compartment

. . call | . .
call. This corresponds to process_action : CP1 —— init_election :
tailcall

CP2 —— reseed_rng : CP3. The return path must pop the SM
context inserted for init_election and return to process_action.
In this case, we do not push CP2’s context into the SM stack, and
naturally, on return, the call returns to process_action.

If the current return address before the tail call is not y, then the
prior call is an intra-compartment call. If so, then nothing special
needs to be done by the SM.

4.6 Supporting exception handling

When an exception propagates across compartments, FIDES must
ensure that the SM stack is unwound consistently with the pro-
gram’s handler chain so that the compartment context restored
at the handler is correct. OCaml maintains the exception handler
chain as a linked list of exception-handler stack (trap) frames. Each
trap frame contains the PC of the exception handler and a pointer
to the next trap frame. When an exception is raised, control is trans-
ferred to the exception handler PC in the head of the trap frame
list, and the head element is popped.

In FIDES, whenever we cross a compartment boundary, we save
the current exception handler program counter in the SM stack
along with the compartment context. Importantly, like tail calls,
on cross-compartment calls, we update the exception handler PC
in the trap frame to a special address v outside of the executable
code region. This ensures that when an exception is raised across
compartments, the control traps to the SM. Here, we unwind the
SM stack, restore the correct exception handler PC, and transfer
control to the handler.

5 Fipes Implementation

We realise FIDES in the Shakti open-source RISC-V processor [21].
Currently, FIDES supports OCaml and C and is tested on Mirage
Unikernels[47]. Mirage is a clean-slate Unikernel containing a mix
of OCaml and C code bases, making it suitable for evaluating FIDEs.
We extend the MirageOS backend to execute on baremetal RISC-
V [34] processors. In this section, we explain the changes made to
the hardware and the software stack to support FIDEs.

5.1 Hardware Changes

Code compartments. To support code compartments, we add one
custom instruction, checkcap, to the RISC-V ISA. This instruction
should be present at all valid compartment entry and return points.
The checkcap instruction has one argument that indicates the com-
partment identifier. On a cross-compartment call, this compartment
id is passed to the Security Monitor (SM).

Processor pipeline. Custom Control and Status Registers (CSRs)
are added to track the current and fluid compartment boundaries.
FipEs allows (any single or group of adjacent) compartments to
be treated as a fluid compartment at runtime by setting the corre-
sponding CSR bits. All these CSRs are protected from direct access
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Figure 6: Runtime view of a cross-compartment switch.
Checks are introduced in the RISC-V pipeline to ensure con-
trol flow does not cross compartment boundaries and traps
to SM if it crosses.

to the application code. Access is enabled automatically by the hard-
ware when it traps to the SM and is disabled upon return from the
SM. This allows FIDES to support compartments for applications
running in machine mode (M-mode) on baremetal systems.

The core pipeline is modified to detect cross-compartment calls
and returns. The compartment checks incorporated into the pipeline
are shown in Figure 6. Whenever a new pc is loaded, the hardware
checks if it is within the current compartment boundary or within
the fluid compartment boundaries (if enabled). If this is not the case,
then the hardware traps to the SM with the specific trap code. There
are four possible causes, as shown in Figure 6, out of which two
denote success, and two denote failure: not landing at a checkcap
instruction or trying to cross compartments from a restrictive fluid
compartment. To differentiate a cross-compartment call from a
cross-compartment return, the hardware marks all the return in-
structions (using an internal state variable), based on the RISC-V
ABI [33] and notifies the SM whether the previous instruction that
triggered the compartment switch is a return instruction or not.
The SM saves or restores the compartment context based on this
information.

Data compartments. To support data compartments in C, hardware-
assisted fat pointers are used. The hardware and ISA are extended
to support custom instructions: val. The val instruction, which
is inserted before every pointer dereference, enforces spatial and
temporal memory safety.

5.2 Software Changes

Code compartments. The OCaml and LLVM compilers’ RISC-
V backends are modified to parse the .cap files, which hold the
mapping of functions to compartments. The compiler instruments
all valid function entry points with the checkcap instruction and
places all functions belonging to a compartment in the same code
section in the ELF generated. The SM initialises each compartment’s
code region’s base and bound at boot time.
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FIDES’ Security Monitor(SM) is isolated and placed outside the
bounds of all compartments. The key task of the SM is to enforce
the compartment access policy on all cross-compartment calls and
returns. The SM executes with interrupts disabled, saves and re-
stores compartment context on every compartment switch, and
configures the CSRs on every compartment switch with appropriate
compartment context.

To support tail calls across functions in the presence of code
compartments, the SM changes the return address, which is to
be stored on the program call stack, to a constant magic value
during a cross-compartment call. This interferes with the OCaml
runtime’s garbage collection (GC) stack scanning procedure. To
ensure proper functioning, the OCaml runtime and SM share a
shadow stack into which a copy of the actual return addresses dur-
ing cross-compartment calls is pushed. When the GC stack scanning
procedure encounters a frame corresponding to the constant magic
value, it uses the shadow stack to find the correct return address.

Data compartments. We modify the LLVM compiler’s RISC-V
backend to introduce a custom fat-pointer transformation pass,
which instruments the C code with fat-pointer checks. The mem-
ory safety instrumentation does not automatically handle inline
assembly. To overcome this issue, we manually modify the inline
assembly code to be aware of fat-pointers and insert checkcap
instructions at the function entry. Notably, the cost to do this is di-
rectly proportional to the amount of inline assembly present, which
is expected to be small in real-world C libraries.

FIDES’ memory-safety instrumentation imposes some restric-
tions. Currently, we do not support variadic arguments. FIDES
assumes that the upper bits of the pointer do not contain any
application-specific data. The OCaml runtime, implemented in C, is
part of the trusted computing base (TCB) and is not compiled with
the fat pointer instrumentation. The FIDEs C instrumentation does
not handle inline assembly automatically. We manually modify the
inline assembly code to be aware of fat pointers and insert checkcap
instructions at the function entry when necessary. Notably, the cost
to do this is directly proportional to the size of the inline assembly
code, which is expected to be small in real-world C libraries.

5.3 Engineering effort

FipEs extends LLVM version 11.1 and OCaml version 4.14.2 to
add support for code compartments and memory safety in C. The
changes to the OCaml compiler to support code compartments
include 50 lines of code (LoC) in the RISC-V backend, 149 LoC in
the frontend to handle . cap files, and 20 LoC in the GC to handle
stack scanning in the presence of code compartments. The changes
to the LLVM backend and frontend to support code compartments
are 155 and 37 LoC, respectively. The compartment description
language allows a default compartment id to be specified for the
functions in a given module. We have also extended the OCaml and
C compiler and the dune and ocamlbuild build systems to support
default compartment specification at the file and OCaml package
level. The fat pointer instrumentation pass in LLVM, which we
build upon, consists of 500 LoC. Observe that implementing FIDES
only requires minimal self-contained additions to the compilers.
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Figure 7: Execution time (clock cycles) of code compartments
w.r.t C baseline.

6 Results

6.1 Hardware Overheads

FIDEs is realized on a Xilinx Artix-7 AC701 FPGA [73] with a de-
fault synthesis strategy. The baseline RISC-V core [21] consumes
36.0K look-up tables (LUTs) and 16.4K registers on the FPGA. The
core with only support for fat pointers requires 36.3K LUTs and
16.5K registers, whereas the one with both fat pointers and code
compartments requires 38.2K LUTs (+6.1%) and 17.4K LUTs (+6.0%).
Importantly, the core’s operating frequency remains unaffected by
any of the modifications introduced by F1pEs. Comparing FIDES to
CHERIOT [3], CHERIOT uses a tagged architecture and has over a
100% increase in area, while FIDES has a 6% increase.

6.2 Microbenchmark

To quantify the overheads of compartmentalising higher-order
functions, we pick a simple program: let f i v = arr.(i) <- v
+ 1 in Array.iteri f arr,and evaluate 4 different compartmental-
ization schemes: (i) f and Array.iteri are in the same compartment
(baseline), (ii) Array.iteri is placed in a restricted fluid compart-
ment, (iii) Array.iteri is placed in a complete fluid compartment,
and (iv) f and Array.iteri are placed in different compartments.
The program is reminiscent of the example discussed in §4.4. The
array arr has 100,000 elements in our benchmark run. We observe
that placing f and Array.iteri in the same compartment takes 90M
clock cycles. Whereas, placing Array.iteri in one of the fluid com-
partments, the program takes the same clock cycles as the baseline.
This is because of the fact that the fluid compartment check is not in
the critical path of the execution and does not affect the clock cycle.
However, when Array.iteri in a different compartment, we see a
5.4% increase in the clock cycle count compared to the baseline. The
overhead is high here since the work done by the HoF is far less
than the overhead of saving and restoring the compartment context.
Given that HoFs such as Array.iteri are pervasive in OCaml, fluid
compartments prove to be essential to keep the performance over-
heads of code compartment scheme low. Moreover, as discussed in
§4.4, fluid compartments avoid the confused deputy problem when
Array.iteri is placed in a different compartment.

6.3 Larger benchmarks

In this section, we quantify the following: (a) What is the cost
of supporting code compartments? and (b) What is the cost of
hardware+compiler-assisted fat pointers? Figure 7 shows the clock
cycle overhead of enabling code compartments, and Figure 8 shows
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Figure 8: Microbenchmarks execution time (clock cycles) of
C secured with fat pointer w.r.t C baseline.

It
Table 3: EVM case study with different compartment (comp)
strategies. The baseline is the EVM application without FIDEs.

# Comp. Overhead | Avg code size | # Inter-comp

(cycles) | /comp (KB) | trans (x10%)
6:Fluid 1.04% 132 5
23:Fluid 1.06x 47 8
6:Non-Fluid 1.19% 132 5170
23:Non-Fluid 1.21X 47 5320

the overhead of the fat pointer scheme with respect to the C baseline.
All the microbenchmarks are taken from the Computer Language
Benchmarks Game [67]. mandelbrot and fasta are I/O intensive
benchmarks, with mandelbrot containing negligible pointer opera-
tions. pidigits relies on the GMP library, which was also compiled
with memory safety checks.

6.3.1 Cost of supporting code compartments. We placed com-
monly invoked functions in different compartments to understand
the overhead of enabling code compartments. We can see that the
overhead of compartments is low compared to the microbenchmark
in the previous section. On average, there is only a 1.9% increase
in execution time when code compartments are enabled compared
to when compartments are not enabled. Overall, we can see that
the overhead FIDES code compartments are low. The SM stack is
used to save and restore the compartment metadata. We also save
and restore the callee-saved registers (as we do not trust the callee
to preserve the registers). This adds up to 160 bytes, including the
metadata, saved for inter-compartment calls.

6.3.2 Cost of hardware-enforced fat pointers. Figure 8 shows
the overhead of C hardened with fat pointers. On average, there is
an overhead of 36%. The outlier is the Binary tree program.

The majority of the overhead results from the insertion of the val
instructions before pointer dereference. If we are able to statically
prove at compile time [29] that a pointer dereference is spatially and
temporally memory safe, we can safely remove the val instruction,
eliminating the need for a runtime check. The overheads can further
be reduced by employing these static analysis techniques.

6.3.3 Code size impact. FIDEs instruments the program with
two new instructions — checkcap and val. We observed that the
introduction of new instructions has a minimal impact on code size.
The code size increase is 4% on the benchmark programs.
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6.4 Evaluating the EVM application

Our technique scales to real-world applications, utilising significant
third-party libraries. The EVM application is constructed using
20 existing third-party packages from the MirageOS ecosystem,
including mirage-crypto, Iwt, etc. In total, it has 68k lines of code
(LoC), out of which we wrote 5k lines of new code. 48% of the
codebase is in OCaml. MirageOS itself depends on 29K LoC C
code, the majority of which is the OCaml runtime (21K LoC). We
place the core OCaml runtime in a complete fluid compartment.
Commonly used functions like strcpy, are placed in a restricted
fluid compartment, sandboxing them completely. Access to device-
specific functions like printf, are restricted to only the required
compartments. For the 68k LoC EVM application, the .cap files and
flags in the build scripts specifying the access matrix is 70 LoC. In
practice, these annotations specify the compartment entry points
and their corresponding compartment IDs.

Some OCaml libraries do use unsafe_x functions. In the EVM
application, seven libraries used unsafe features. While the unsafe_x
functions could be replaced by their safe counterparts, in our EVM
application, we did not restrict the use of these functions. Instead,
we manually audited the unsafe features for correctness. We are
able to support vast majority of C code out of the box. There were
minor uses of inline assembly in the device drivers (30 LoC), which,
required manual instrumentation.

We evaluate the overheads of the EVM application with six
compartments described in §4. Additionally, we evaluate the same
application with another strategy that has 23 compartments, with
each OCaml package placed in a different compartment. Further,
each compartment strategy is evaluated with (F) and without (NF)
fluid compartments.

Table 3 presents the results. Compared to the insecure base-
line, FIDES EVM application with 6 compartments:Fluid has only
4% overhead in the case of fluid compartments enabled. Without
fluid compartments (6:Non-fluid), the number of inter-compartment
transitions increases significantly, which has a corresponding per-
formance drop, 19% overhead compared to insecure baseline. When
the application is compartmentalised in a fine-grained manner (23
compartments:Fluid), we observe that the average compartment
code size reduces from 132KB to 47KB. This represents a signif-
icantly smaller attack surface and, thus, a more secure applica-
tion. Interestingly, with fine-grained compartments, the number
of transitions does not increase significantly, indicating that logi-
cally separate parts of the program have been placed in separate
compartments. As a result, the performance remains largely un-
changed. This illustrates that if a security engineer puts in the effort
to compartmentalise the application in a fine-grained fashion, then
not only is the security improved due to a smaller attack surface,
but the performance impact also does not increase significantly
compared to coarse-grained compartmentalisation. The results also
show that fluid compartments play a significant role in keeping
the overheads low and providing better security by avoiding the
confused deputy attack.

6.5 Evaluating HTTPS Webserver

We study securing an HTTPS web server MirageOS unikernel using
FIDES. In total, the web server is constructed using 54 packages,
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Figure 9: Different strategies for compartmentalising an
HTTPS web server. The edges represent the allowed tran-
sitions between the compartments.

including the GMP C library. We compartmentalise an HTTPS web
server based on 3 different strategies, as shown in Figure 9.
Strategy 1: 6 compartments — We place the (i) low-level network
stack, (ii) protocol layer(TCP/UDP), (iii) server application logic,
(iv) TLS layer, (v) crypto library (vi) key-value memory store, each
in their own compartments.

Strategy 2: 3 compartments — We adopt a balanced approach,
where we split the unikernel into 3 compartments: (i) network
stack, (ii) crypto libraries and (iii) all the remaining, protocol + TLS
+ server logic in 3 different compartments.

Strategy 3: 2 compartments — This is the least secure of all
approaches, as it splits the unikernel into just two compartments,
the untrusted network stack and all the remaining assigned to a
different compartment.

The entire web server, including all third-party packages, is
500K LoC. The .cap files and flags in the build scripts, 250 LoC.
The average code size per compartment w.r.t each compartmen-
talisation strategy: Strategy 1 resulted in an average of 160KB
of code/compartment, Strategy 2: 300 KB of code/compartment,
and Strategy 3 resulted in the highest, at 490 KB of code/compart-
ment. The lower the code/compartment, the less the attack surface
available for exploitation by an attacker. Strategy 1 has the least
code/compartment among the three.

We measured the throughput of each compartmentalisation
scheme under continuous load for 10 minutes. The overall through-
put is expected to be low for the baseline core, due to the sub-100
MHz clock frequency and the use of a blocking network device dri-
ver. The insecure baseline completed 57 requests, while Strategy
1 (6 compartments, maximum isolation) handled 46, Strategy 2
handled 49, and Strategy 3 (minimal isolation, 2 compartments)
completed 52. The capacity loss is inversely proportional to the
security isolation level: Strategy 1 suffers a 19.3% throughput re-
duction, while Strategy 3 loses only 8.8%. This demonstrates the
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Table 4: Summary of hardware-assisted compartment solu-
tions.

Technique F1 | F2 | F3 F4 | F5
Secage([44] 512 | X X X X
Glamdring[43] 2 X X X X
GOTEE[24] 2 X v X X
Donky[63] o0 X X X X
Enclosures[23] 0 X v X X
PKRU-Safe[37] 2 X | Xv | X X
Galeed[60] 2 X | Xv | X X
CHERIINI[9] | 27 | - | X/ | X/ | /
ACES[13] 0 v X X X
MINIONT[35] 00 v X X X
CHERIoT][3] 200 /| X |V
FIDES 2561 | v/ v v v

X/V: partially supported +: support multiple compartments within C
#: currently, 256 compartments are supported, extendable to 4096
F1: Maximum number of compartments F2: Support for
resource-constrained baremetal embedded systems F3: Support for
memory-safe languages F4: Support for fine-grained compartments F5:
Support for direct access to shared data

fundamental security-performance tradeoff in compartmentalised
systems. For resource-constrained embedded systems, Strategy 3 of-
fers the best throughput (9% overhead) but weaker isolation, while
Strategy 1 provides maximum security at a 19% capacity cost, mak-
ing it suitable for high-security applications.

7 Related work

Intra-process compartment techniques have been widely studied
over the years. Table 4 compares recent solutions with respect to
their support for safe languages, applicability in resource-constrained
environments, compartment granularity, and data sharing between
compartments.

Enforcing compartments. Donky [63], Enclosures [23] tag
pages with compartment IDs. Enclosures uses Intel MPK [31]. Donky
extends a similar scheme to RISC-V processors. Secage [44] utilises
Intel VT-x [69] to enforce isolation between compartments by set-
ting up separate page tables for each compartment. CETIS [72]
utilises Intel CET [31] to support two compartments, while Glam-
dring [43] and GOTEE [24] utilise Intel SGX [32] to achieve the
same. Compared to the above works, FIDEs does not rely on the
MMU, making it ideal for baremetal systems. ACES [13] and MIN-
ION [35] do not rely on MMU and use ARM MPU [6].

CHERIoT [3] is similar to FIDESs: it extends the compiler to emit
custom instructions to perform security checks and transforms
every pointer into architectural capabilities to define compartment
regions and enforce isolation between them. Compared to FIDES’
fat pointers CHERI capabilities are more expressive, and store per-
mission bits (like rwx) also, restricting the operations that can be
performed using that capability. Contrary to CHERI, our goal while
developing FIDEs was to introduce minimal changes to the ISA with-
out affecting the function call and data passing semantics, thereby
leveraging the safe language guarantees and making it easier and
more straightforward to port a mixed-language application to FIDEs.

Sai Venkata Krishnan, Arjun Menon, Chester Rebeiro, and KC Sivaramakrishnan

Support for safe languages. Galeed [60] and PKRU-Safe [37]
utilize Intel-MPXK to secure Rust from C/C++ by splitting the ap-
plication into two domains. They do not support compartments
within Rust or C/C++. GOTEE [24] supports compartments in the
Go language using Intel SGX. Enclosures [23] provides package-
based isolation in Go and Python. All these techniques rely on
paging support, restricting their applicability to embedded systems.
CHERI-JNI [9] utilizes CHERI capabilities to secure the Java Native
Interface [58] but does not support compartments within the Java
code. CHERI supports the Rust [64] language, but is yet to be ported
to garbage-collected languages like OCaml. FIDES extensions to the
OCaml compiler are lightweight §5.3 and do not require extensive
changes to the compiler backend.

Support for fine-grained compartments. The compartment
granularity determines the reduction in attack surface. Intel-MPK
supports 16 compartments but requires software multiplexing to

support more compartments, which incurs overheads [26, 59]. ACES [13]

does not support fine-grained compartments, as the number of
regions a compartment can access is limited based on the MPU reg-
ister count (8-16). This makes MPU-based techniques unsuitable for
protecting multiple separated regions. FIDEs supports fine-grained
compartments, which reduces attack surface significantly.

Support for direct access to shared data across compart-
ments. Supporting secure direct data sharing between compart-
ments is critical for performance. Paging-based solutions require
OS intervention to tag pages with the same domain ID for sharing
between compartments. MPU-based techniques support a limited
number of shared regions, restricted by the number of isolated mem-
ory regions that can be defined. GOTEE [24] and Glamdring [43]
require deep copying to share data between compartments, chang-
ing the semantics of the inter-compartment function calls. FIDES
utilizes safe language guarantees and hardware-assisted fat pointers
to enforce secure direct data sharing between compartments.

Support for memory safety in C. There are many extant
works that aim to enforce spatial and temporal memory safety.
CCured [55] enforces spatial memory safety by introducing a fat
pointer into the language’s type system. Delta Pointers [38] and
Low-Fat [19] ensure the same by encoding the bounds metadata
within the pointer using compact encoding schemes. Softbound-
CETS [53] achieves spatial and temporal memory safety by asso-
ciating every pointer with disjoint bounds and liveness metadata.
Checked-C [20, 74] achieves both spatial and temporal memory
safety with the same fat pointer size as CCured has. MarkUs [2] and
Dieharder [57] enforce temporal memory safety by ensuring that
a freed memory region is not immediately reallocated, resulting
in significant memory overheads that make them impractical for
resource-constrained environments.

8 Conclusion

FIDEs is a light-weight hardware-assisted compartmentalisation
scheme, specifically designed to cater for mixed-language appli-
cations involving unsafe C/C++ and safe languages like OCaml.
FIDES supports tail-calls, exceptions and HoFs, which are common
feature in modern languages nowadays. FIDEs introduces minimal
changes to the underlying hardware, making it suitable for deploy-
ment in resource-constrained embedded systems. FIDEs introduces
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two new instructions, which are minimal. Furthermore, FIDES’s
extension to C code with fat pointer-based memory safety helps
users securely include legacy third-party codebases and encourages
an incremental approach to migrating to a memory-safe language.
The fine-grained compartments empower the security engineer to
express efficient compartment policies.
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Appendix
A Memory error-based attack
module F () = struct
let admin_flag = ref false
let is_admin () = !admin_flag
end
module M sig
val is_admin unit -> bool
end = F ()
let _ = Callback.register "is_admin" M.is_admin
let main () =
Malicious_ml.init();
if (M.is_admin ()) then print_endline "Leak!"
let _ = main ()

Listing 1: sensitive.ml
external init_c unit -> unit = "init"
let init () = init_c ()

Listing 2: malicious_ml.ml
#include <caml/mlvalues.h>
#include <caml/callback.h>
#include <caml/memory.h>
value init (value unit) {

value xis_admin = caml_named_value("is_admin");
*is_admin + 32;

0) = Val_int(1);

value admin_flag =
Field(admin_flag,
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return Val_unit; 9
3
Listing 3: malicious_c.c 10
11

The attack in malicious_c.c utilises the knowledge of how the
module M in sensitive.ml is laid out on the heap and performs
an out-of-bound write using the is_admin pointer to update the
value of the private admin_flag field to true. The program can be
compiled and run as follows:

% ocamlopt -g -o leak.exe malicious_ml.ml
sensitive.ml malicious_c.c
% ./leak.exe

Leak!

B Control-flow subversion in the absence of

isolation
let secret = [| 42; 42 |]
let sum = Sys.opaque_identity (Array.fold_left

(+) o)
(* [opaque_identity] prevents
closure allocation x)

inlining and forces

let _ = Callback.register "sum"
(x register [sum] as a callback so that C

functions can call it x)

sum

let main () =
Malicious_ml.init();
sum secret (*x leaks! x)
|> ignore

(* some initialisation x)

let () = main ()

Listing 4: sensitive.ml

let leak arg =

Array.iter (fun x -> Printf.printf "%d_" x) arg;
Printf.printf "\n%!"
let () = Callback.register "leak" leak
external init_c unit -> unit = "init"
let init () = init_c ()
Listing 5: malicious_ml.ml
#include <caml/mlvalues.h>
#include <caml/callback.h>
#include <caml/memory.h>

value init (value unit) {

value xcallback_sum = caml_named_value("sum");
value xcallback_leak = caml_named_value("leak");
Store_field (xcallback_sum, 0,

Field(*callback_leak, 0));

Conference’17, July 2017, Washington, DC, USA

/* overwrite the code pointer in the sum
closure with that of the leak function =/
return Val_unit;

Listing 6: malicious_c.c

The attack in malicious_c.c utilises the knowledge of the closure
layout to overwrite the code pointer in the original function with
that of the malicious leak function. Importantly, the write is within
the bounds of the sum closure, and hence, spatial memory safety
will not prevent this attack. The program can be compiled and run
as follows:

% ocamlopt -g -o leak.exe malicious_ml.ml
sensitive.ml malicious_c.c

% ./leak.exe

42 42

which leaks the secret. In FIDES, one may place the sensitive and
malicious modules in separate compartments with the init function
tagged as a compartment entry point but not leak. With this, at
the call to sum in main, the execution would trap. It is useful to
note that preventing this attack requires compartments for the
OCaml code. A scheme which places all the OCaml code in the
same compartment would not prevent this attack.
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